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Classification and labeling made easy 

Accidental leakage of information is amongst the greatest risks to organisations 

today.  Information workers transfer and communicate information in ever changing 

ways that span the spectrum from email through to mobile devices and social 

networking sites.   

The increasing porosity of the organisation’s perimeter is best addressed by giving 

the author or owner of a document, tools to classify or label the document with its 

sensitivity.  They are best placed to understand the contents of the document and 

thus, its value to the organisation.  The classification label is available to solutions 

such as content filters, email gateways and document management systems to 

enforce security policies for appropriate transmission, encryption, retention and 

archival. 

The value of the janusSEAL software suite 

janusSEAL is  janusNET’s software suite for enabling an organisation to engage its 

workforce as a core component of an information-centric security strategy.  The 

value to the organisation includes: 

 Clean and accurate classification data, saving document managers time 

and increasing the effectiveness of document management systems. 

 Ease of compliance with security policies by engaging the user to make a 

minimal number of simple choices at the appropriate point in time in a 

business process.   

 Measurement of the organisation’s security posture.  Classification 

labels allow email gateways, document management systems and content 

filters to measure the behavior of their workforce when it comes to 

managing sensitive information. Management receives ready feedback of the 

effectiveness of security policies. 

 Ease of setup and use.   janusSEAL products are designed to be centrally 

deployed via Microsoft Group Policy (or similar).  All elements of the 

janusSEAL suite leverage a centrally managed, flexible policy for classification 

labels and qualifiers.  This allows for easy administration and alignment with 

the organisation’s security policies. 

 

Information-centric security 

Access to data should be controlled by 

security attributes of the data itself 

- Jericho Forum Commandment 9 

Traditionally businesses have taken a 

perimeter-centric approach towards 

security. In other words, the historical 

focus has been to try to build a “wall of 

protection” around the network to protect 

from external threats. 

While this approach worked when 

organisations were more centralized,  

employees, customers and partners now 

collaborate in core business processes 

globally and across organisational 

boundaries. 

Security strategies therefore need to shift 

towards adopting an information-centric 

approach. Information centric security binds 

security directly to information and the people 

who access it to ensure that they can access 

only the right information at the right time, 

when and where they need it.  

 

Who uses janusSEAL? 

janusSEAL products form an integral part of 

the security infrastructure of a large 

portion of the Australian Commonwealth 

Government.   

Over 20 Commonwealth Government 

agencies use janusSEAL to apply 

classification metadata to their information 

assets.  Specific reference sites are available 

on enquiry. 
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 Features and benefits 

 Simple to use:  User-friendly interface that enables complex business 
processes of information classification and management. Presents the user 
with simple choices for classification labels. Enables easy compliance with 

security policy.  

 Flexible and policy driven: Allows users to use classification labels and 
qualifiers that are configurable to the organisation’s security policy.  The 
organisation’s classification scheme can be centrally administered via 

Microsoft Group Policy. 

 Enforce classification of documents:  Organisations can enforce policies  
that require the user to select (or confirm) the classification at the point of 
saving or printing the document. Furthermore, the user can be warned if 
they are printing a document that does not have a visible security 

classification label. 

 Manage visibility of classification labels: Allows the user to control 
placement of classification labels in headers and footers, as well as in the 

body of the document.  

 Improve the effectiveness of Document Management Systems: By 
reading the classification labels in metadata, documents can now 
automatically be placed in containers at the appropriate classification level.  
This will result in improving the integrity of data in the organisation's 
Document Management System while reducing complexity for the user and 

the administrator. 

 Enable outbound content filtering: Tight integration with janusSEAL for 
Outlook allows emails to inherit the security classifications of their 
attachments.  This reduces the possibility of error and assists users in 
ensuring appropriate classification of emails, all the while providing granular 
metadata for content filters to use to enforce security policies.  Confidential 
data can now be automatically encrypted or delivered via other secure 

channels. 

 Measure your organisation’s security posture:  Allows organisations 
to measure the behavior of their workforce with regards the appropriate 
handling of sensitive information. Attempts to change the metadata directly 

are logged, thereby providing tamper evidence.  

 Simple to administer:  Centrally deployed via Microsoft Group Policy or 

similar. 

 

How to buy 

janusSEAL products can be purchased directly from janusNET or through one of 

our resellers.   

Visit www.janus.net.au/purchase for more information. 

 

System Requirements 

janusSEAL Documents is a set of add-ins 

for Word, Excel and PowerPoint in the 

Microsoft Office suite.  Currently they are 

available for Office 2003 on Windows XP 

Professional and Vista Business.    

Integration with email available via 

janusSEAL for Outlook 

 

About janusNET 

janusNET is pioneering highly usable 

security software that enables organisations 

to engage their users in an information-

centric approach to security. 

The Directors of janusNET are recognized 

experts in the field of security and 

messaging and are passionate about 

developing high quality software.  They co-

authored the standard, Protective markings 

for Internet email messages which has been 

published by the Australian Government 

Information Management Office (AGIMO). 

janusNET is an Australian company, 

delivering security solutions since 2004. 

Download today! 

Learn more about janusSEAL products 

online, where you can also download a 

free, 30-day evaluation.: 

www.janus.net.au/janusSEAL 
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